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AB STR A CT

Sharing the sensitive information or data over a network conventional visual secrete sharing
scheme is used. The conventional VSS scheme hides the secrete information in different
shares. The shares can be noise-like pixels or meaningful images. The visual secrete sharing
scheme has major problem that it suffers from a transmission risk problem for the secrete data
and there is a possibility that the hackers may get the information. To overcome this problem
the natural visual secrete sharing scheme (NVSS) is used. The NVSS scheme uses the natural
images like paintings, photographs, hand painted pictures etc. as natural shares. As the NVSS
scheme uses natural shares it reduces the transmission risk problem at a certain limit. The
NVSS scheme uses different carrier media to transmit the information securely. The NVSS
scheme is hides the secrete image by using the other natural shares. The NVSS system gives
the solution for transmission risk problem and securely hides information.

Copyright © 2016 Shradha S. Rathod and Jadhav D. V., This is an open access article distributed under the Creative Commons Attribution License, which
permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

INTRODUCTION
The proposed technique that divides a secret image into n
shares, at the time of sharing the data to the participants, each
participants holds one or more share which is known as visual
cryptography (VC). If anyone have less than n shares, they
cannot get the information about final secrete image.
The secrete images can be of various types such as printed
images , photographs, hand written documents, printed images
etc. It is very important to secure the data in a computer-aided
environment.
In a VSS scheme the image is divided into different component
images. Each pixel of the image component is divided into
parts. If the pixel of image component is divided into two parts
then it has one white and one black block.
The existing VSS scheme suffers from a transmission risk
problem and there is a possibility that hackers may get the
information about secrete image. To avoid this problem the
NVSS scheme is used. The NVSS scheme transmits the secrete
image securely through a network. The scheme combines one
or two images to the secrete image, the images which are
combined that are natural shares. NVSS scheme uses the
different carrier media to protect the information.

The previous research into the Extended Visual Cryptography
Scheme (EVCS) scheme solves the management problem at
certain level [1-2]. The shares contain many noise-like pixels,
and there must be possibility that the hacker gets the
information and it is easy to detect the information by naked
eye. Therefore the existing VSS scheme has some drawback
that it has some transmission risk problem, still the research is
going on.
In this paper, efficient encryption and decryption algorithms for
the (n, n) -NVSS scheme is developed. The proposed algorithms
are applicable to digital and printed media. And how to hide the
generated share are also discussed in the proposed scheme. The
proposed NVSS scheme has a high level of user friendly,
reduces transmission risk and enhances the security of
participants and shares.
The nvss scheme
In the NVSS scheme, the natural shares are photographs, family
activities, bookmarks, hand-painted pictures, web images,
Photographs etc. The natural shares are color photographs or
gray. The natural shares are basically in digital or printed form.
In the encryption process the information is hided.
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Encryption process of nvss scheme

Data Hiding
The Quick-Response code is used to hide the information, so
that no one can get the secrete information easily.
Decryption process of nvss scheme
Fig. 3 shows the decryption process of NVSS scheme. The
secrete data can be recovered by using the generated shares.

Fig. 1 Encryption Process of NVSS Scheme

Fig. 1 shows the encryption process of proposed (n, n)-NVSS
scheme, n ≥ 2, the encryption process of NVSS scheme has
two main parts; feature extraction and encryption.
Image Preparation and Pixel Swapping
The image preparation is used for pre-processing and pixel
swapping is used for post-processing the extracted image. The
steps of image preparation is shown in Fig.2.
Printed images P

Digital Images N

Fig. 3 Decryption Process of NVSS scheme

By reversing the encryption process secrete image is formed.
Again feature extraction and pixel swapping performed to get
the secret image.
experiments and results
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The image preparation of the printed image as shown in Fig.
4(a), contains the three steps acquire image, crop image and
resize the image the resized image is shown in Fig. 4(b) and
filtered the printed image as shown in Fig. 5(a).

Fig.2 Steps of Image Preparation Process

Feature Extration
Feature extraction contains Binarization of the natural shares.
Binarization performed by calculated with respect to median
value of natural shares. With the Binarization result the
stabilization process is done. Stabilization process is used to
stabilize the number of black and white pixels. The process
ensures that the number of black and white pixels in block is
equal. The chaos process is used to eliminate the texture of the
images.
Encryption process
Before Encryption process pixel-swapping for printed image
share performed which tolerance of the image distortion caused
by the image preparation process.
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(a)
(b)
Fig. 4 (a) Printed Image (b) Cropped & Resized Image
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(a)
(b)
Fig. 5 (a) Filtered Printed Image (b) Digital Image

The digital image is taken as shown in Fig, 5(b), then digital
image is filtered as shown in Fig. 6. Then the Binarized image
is as shown in Fig. 7(a), after that the Binarized image is
stabilized by stabilizing the white and black pixels randomly as
shown in Fig. 7(b). After stabilization process he Chaos
process is done Chaos process is used to eliminate the texture
of the image as shown in Fig. 8(a).

(a)
(b)
Fig. 9 (a) Stabilization of printed Image (b) Chaos Process of Printed
Image

(a)
(b)
Fig. 10 (a) Pixel Swapping of Image (b) Feature Extraction of printed
Image

Fig. 6 Filtered Digital Image
(a)
Fig. 11 (a) Secrete Image

(b)
(b) Encrypted Image

(a)
(b)
Fig. 7 ( a) Binarization of digital Image (b) Stabilization of Digital
Image

The binarization of printed image is shown in Fig. 8(b), after
that the binarized image is stabilized using stabilization process
shown in Fig. 9(a), the chaos process is done shown in Fig.
9(b). The pixel swapping process is shown in Fig. 10(a). Then
the extracted image is formed as shown in Fig. 10(a).Then the
encrypted image is formed as shown in Fig. 11(b).
The secrete image is recovered from the generated shares as
shown in Fig. 12.

Fig. 12 Decrypted Image
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CONCLUSIONS

(a)
(b)
Fig. 8 ( a) Chaos Process of Digital Image (b) Binarization of printed
Image
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In this work NVSS scheme that can share a digital image using
diverse image media. The media that include n-1 randomly
chosen images are unaltered in the encryption phase. The NVSS
scheme uses the noise like share for protecting the secrete data.
Secures the data from hackers and the recovered image is same
as the original image.
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This proposed system gives four contributions. First is to share
the data via different carriers in VSS scheme. Second,
successfully introduce hand printed images for image-sharing
schemes. Third, used the unaltered images as shares. Fourth,
used the method to store the noise like shares as the QR code.
Compared with the existing VSS schemes, the proposed NVSS
scheme can reduce the transmission risk problem and the
system is user friendly, both for participants and shares.
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